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ABSTRACT

A new design for a function(s) developed in the encryption stage on secret communications by shifting
of the bifurcation for Quadratic map that is chaotic with one parameter. These functions approach the
values for parameters on the real axis. Each new value for a chaotic map will add to the generated real
values super increasing sequence toward negative infinity, and then modify the ciphertext. Bifurcation
shifting computed through different functions shifting the bifurcation function such as triangular and
exponential function. A modified ciphertext applied in the terms of a fuzzy chaotic based model. This
encryption stage will be applied in communication models or as a part of the master-slave system. Then we
provide the algorithms to recover the performance steps of the designed method. Finally, the process of
numerical implementation is discussed to verify the effectiveness of the method with primary results.

KEYWORD: - Bifurcation, Fuzzy chaotic, Logistic map, Quadratic family, Takagi-Sugeno Model.

INTRODUCTION

Most works on communication aim for
security and affectivity. The chaos-
based cryptography schemes were designed for
digital communication.

The interactions between chaos theory and
fuzzy logic gain an interesting and importance.
For the past 30 years have many directions in
research such as fuzzy modeling of chaotic
systems with Takagi-Sugeno TS fuzzy models,
models with linguistic descriptions of chaotic
systems, fuzzy control systems of chaos models,
and a combination between fuzzy control
technology and chaos models in engineering
technology and chaos theory [1]. The fuzzy
model-based synchronization approaches on a
chaotic systems are implemented for a chaos-
based secure communication system (SCS)[2]. A
systematic control design for multivariable TS
fuzzy system through control algorithms are
approached with relaxed stabilization conditions
that were derived and solved by linear matrix
inequality LMI. A fuzzy controller designed to
control performance problem with parametric
uncertainties in TS fuzzy model [3].

As integrating between fuzzy logic and chaos
theory in [4], through introduce a fuzzy model-
based chaotic cryptosystem used use the Lur’e
type discrete-time chaotic systems. The model
represented by TS fuzzy models with a super
increasing sequence using a chaotic signal.
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Output of the TS fuzzy chaotic drive system, or
any state in performed to synchronization error in
cryptosystem, and the message is encrypted using
the superincreasing sequence at the drive system.
The ciphertext embedded in scalar signal is sent
to the response system [5].

A triangle functions such sine and cosine were
implemented with chaotification and chaotic
maps as in [6] and [7], since these functions are
nonlinear continuous and periodic function and
simple in computations.

A Fuzzy modeling and fuzzy prediction-based
feedback control schemes applied on unstable
chaotic dynamical systems [8]. And the fuzzy
models were established by input—output data
pairwise. That led to ensuring the chaotic state
was stable with constant targets, at fixed points or
unstable periodic orbits in phase plane [8].

Perform the applications of Nonlinear
Systems using MATLAB is powerful especially
in dealing with chaotic systems [9]. The book
introduces industrial applications in a real-world
context, with some examples of systems.

The remainder of the paper is organized as
follows. In Sec. 2, the essential designing of fuzzy
chaotic-based model is presented for a general
autonomous dynamical system with diagram of
work, and in Sec. 3, the suggested fuzzy chaotic
encryption terminology is derived with steps of
details. In Sec. 4, a masking signal process with
two subsections for designing the master system
as chaotic fuzzy model, and bifurcation shifting
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for masking the signal. For this bifurcation for
guadratic map considered using MATLAB.
Finally, a conclusion is summarized for this work.
1. Fuzzy Chaotic-Based Model

The TS fuzzy chaotic master model started
with a n-dimension chaotic system. A chaotic

x(t+1) = f(x(t)) + g(x(t))u(t)

This system with an input term, where the
vector x(t) = [x1(t) x,(t) .... x,()]T € R™,
is state vector, functions f(x(¢)) and g(x(t)) €
R™are nonlinear vector functions defined on x(t),
a vector u(t) € R™ is a control input vector for

system has a primitive variable that makes the
nonlinear terms in the system.

For explaining the details: Consider a discrete-
time nonlinear control chaotic system as:

M)

m dimension (may be m < n), determine m
based on nonlinear equations number in the
chaotic system. Firstly, the TS fuzzy model is
composed as a set of fuzzy rules ;

Plant Rule i: IF x,(t) is L} and x,(t) is L, and ....and x, (t) is L},

THEN x(t + 1) = D;x(t) + Hu(t), i =

For (t + 1) is index of time steps, q is rules
number of this TS fuzzy model, L;'-are fuzzy sets
for values of x;(t) and j = 1,2,..n, D; € R™ ™" is
a discrete-time control system matrix (System
matrix), H; € R™ is an bias
matrix. x; (t), x5 (t), ..., x,(t) are premise
variables, that is variables make the nonlinear
terms in the chaotic system, which consist of state
values in states space for the chaotic system. The
membership functions for fuzzy sets could be
selected with any form, since choosing
membership function in these fuzzy sets will

1,2,...,q 2

diverge with so little values that will not affect the
computed values, generally it is chosen as a
triangular fuzzy number (triangular membership
function with real values).

The essential feature for the TS model is
expressing the local dynamics of each fuzzy
implication through a linear state-space system.
Then model the fuzzy system through fuzzy
blending of the local linear system models by
some appropriate membership functions. Rules
number depends on the fuzzy set numbers for the
primitive variables values .

Suppose n-dimension discrete-time chaotic system

Define the primitive variables

Model

Engine IF-THEN rules for TS Fuzzy model

TS Fuzzy Chaotic Master

Evaluate the system matrix

Compute iteration of TS Fuzzy System with initial values

Compute output values for primitive variable trajectory

Fig.(1):- The discrete-time TS fuzzy model for nd-chaotic system

2. The Suggested Fuzzy Chaotic Encryption
Terminology

The structure of the suggested chaotic encryption
represented by TS fuzzy model through the
essential terminologies and definitions;
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=Use the plaintext M to transmitted as a
composite message vector

M = [mym, .. m], the message m; € {0,1},i =
1,...,1, i is index of messages.
=The positive real value
sequence S;, such that;

superincreasing

K@) =[k(t—-0k(t—-1),.. k(t—1+1)]

S(t) = [S1(t)S2(t) ....S;(t)], and add it to the
increasing sequence u,, n = 1, ..., 0, converges,
as n—oo, that will encode text M.

= Encryption function for encode the plaintext to
be ciphertext is E(.) using the key K, through
combines the plaintext with the superincreasing
sequence formed by the sequence of key signal as
in following form;

= [ty (t = 0)xcy (t = 1), o, 1 (¢ — L+ 1)] )
S;@®) =[k@®)|+7 and S;(t) =TIZ1Si(O) +k(E—1+ )|+ (4)
E(M(t),K(t — 1) = (S(t) + un)M(@®)" = E(t) )

fori=01,..l—1,andn=1,...,1.

M is E = {c1, ..., cl}, where E is an encryption
function.

= Next, the second user modify the encryption
function C to the é(t);

(0 =(3-1)/p

= First user compute ¢; = ¥3_, m;;b; where ci is
a ciphertext that corresponds to the plaintext m;,
with s elements. So, the ciphertext for a plaintext

for p isa small scalar put é(t) € (—0.01,0.01). The ciphertext &(t)will sends to the first user.

Generating a superincreasing

C Encrypting the

< Modify encryption function

Masking the signal

Fig.(2):- Diagram of generating the ciphertext in encryption function

3. MASKING SIGNAL PROCESS

The steps for masking signals with embedded
messages must start by designing a TS fuzzy
model as master (transmitter) Then make a mask
for the signal they will use. Later the fuzzy
inferred results transmitted to TS fuzzy response
system (slave).

4.1 Designing the Ts Fuzzy Master System
with Fuzzy Chaos Model

Designing the TS fuzzy model driver system
as a fuzzy chaotic transmitter, to recover the

plant Rule i: IF x,(t) is L;

signal from synchronization between the drive
(master) and the response (slave) system. &(t)
will add to the masking signal and send a scalar
coupling signal to the slave. That is the ciphertext
is added directly into the output of the chaotic
system to be masked.

For modulation process the masking signal is
injected into the chaotic transmitter that
expressed as a TS fuzzy model transmitter. So, to
extract the transmitter from the primitive variable
say x4 (t) from x, (t) or x,(t)

THEN x(t + 1) = D;x(t) + H;(t)u(t) + L;é(t) (6)
with the masking mechanism by rule;
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Masking Rule ij: [Fx,(t) is L;

THEN 5(t) = Ex(©) + M;E(t), i = 1,2,...

j=12,..,z is index of mask values in
bifurcation columns, y(t) is the coupling masked
signal, and M € R, is the public output masking
key, The value of M # 0,1, added complexity to

Tranmitter Rule ij: IF y(t) is L;

Prlj: 1P2P "'PZ (7)

the work, which masks the ciphertext by a
constant value and could be set by the user. So,
the transmitters rules could be extracted
depending on ¥(t) as:

THEN x(t + 1) = Dyx(t) + H;(O)u(t) + [[M;E(¢) (8)

y@©) =Ex(®) + M;iE(v), i = 1,2,...,7

where I;,i = 1,2, ..., r are gain matrices, The
embedded message and the masked signal are
sent to the fuzzy chaotic receiver (slave system).

x(t+1) =X (7)) {Dix(t) + H; (t) + Ly(6)}

y() = Ex(t) + M;£(t), for i = 1,2,..

LT j=12,..,z

9)

The overall fuzzy inferred result for the fuzzy
chaotic transmitter system is derived by

(10)

(11)

where D; = D; — I;E, and y(t) as the output of the drive system with M = 1, since it means nothing

with the value 1.

7. — Y®-Ex(t)
/ £

If M; = 1then &(t) = 5(t) — Ex(t), j =12, ...,z

4.2Masking  the
Bifurcation

For masking a signal, we need to make one.
The mask that is supposed here is by embedding
the signal with the bifurcation of the quadratic
map shown in Fig.3. The bifurcation data will

also be modified by shifting data. Bifurcation

Signal  with  Shifting

09|
0.8 [
0.7 |
0.6 [
0.5
0.4
03[
02

0.1

(12)

shifting computed with different functions that
shift the bifurcation data. The triangular functions
such as; Sine, Cosine, Tan, in addition to
Exponential functions. A modified data explained
by figures for each function in comparison with
the essential bifurcation.

L L
3 3.5

4 L )
4 4.5 5

Fig.(3):- Bifurcation for quadratic map
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The reason for choosing the bifurcation
process since the numerical studies on Quadratic
map show that there exists an increasing sequence
of bifurcation values u,, at which an attracting
periodic orbit of period 2™ for f, loses stability

lim £==#n-1 — ) = 4.669201609

n—-oo Heo—Hn

The resulted constant w is called the
Feigenbaum constant. The Feigenbaum constant
appears for many other one-parameter families.

09

08

or ‘"g:::f_
0.6 -

05F
04F
03F
02F

01

L L 4 n s
3 35 4 45 5

(a)

The two triangle functions don't introduce a
good result as explained in Fig. 4. So, the values
for bifurcation for shifting with sine and cosine
function arent used. The complexity and

and an attracting periodic orbit of period 21 is
born.

The sequence p, converges, as h—oo, to a limit
U, as the Feigenbaum constant w [10],

(13)

09r
0.8 -
0.7
0.6 ’
05
0.4

03r

02r

0.1

(b)

Fig. (4):-Bifurcation shfting for quadratic map with other functions.( red dotted line). a. sin(x) b. cos(x)

similarity in some values are not suitable for
masking the signal. So, the experiment uses an
exponential function which is also not suitable.

L I
3 3.5

L I )
4 4.5 5

Fig. (5):-Bifurcation shfting for quadratic map with exp(x) (red dotted line).

Fig. explain that an exponential function
exp(x) doesn't have any complexity on
bifurcation shifting, so its values are not used
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also. A good result obtained with tan(x) function
as will shown in Fig. 6.
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3 3.5

4.5 5

Fig. (6):-Bifurcation shfting for quadratic map tan(x)(red dotted line).

The bifurcation shifting values explained in
Table 1. The shifting values started closely in
interval [0.6, 0.8] and throughout to decay in
shifting the rest bifurcation values. The minimum
shifting value is 0.01 at value 6 in columns 115
through 133, while the maximum value is 1.6176
at value 14 in the same columns. Note that some
bifurcation shifting values are identical with some
bifurcation values, because the process is on the
same intervals and the bound for the parameter in
the quadratic map is the same for some values.

The numerical values on shifting bifurcation
of the Quadratic map show that in encrypting the
message the sequence p, is also converges, as
n— oo, to a limit u,, and the Feigenbaum
constant w is still at value close to 4.669201609

In encrypting the message this work will
composing the increasing sequence
Un in columns 39 through 57 and columns 58
through 76.

Table (1):- bifurcation shifting values for quadratic map with tan(x ) for 171 column

No. Columns  Columns  Columns Columns Columns  Columns Columns Columns Columns
1 20 39 through 58 77 96 through 115 134 153
through through 57 through 76  through 114 through through through
19 38 95 133 152 171
1 0.749 0.8156 1.0166 0.4951 0.3923 1.2695 0.898 NaN NaN
2 0.751 0.831 1.0226 0.4918 0.3821 1.0019 0.0808 NaN NaN
3 0.753 0.8482 1.0285 0.4886 0.3878 0.2096 0.193 NaN NaN
4 0.7549 0.8654 1.0342 0.4855 0.3449 1.2825 1.2536 NaN NaN
5 0.7569 0.8815 1.0398 0.4822 0.6487 1.1915 0.5975 NaN NaN
6 0.7588 0.8959 1.0452 0.4789 0.4687 0.2809 0.01 NaN NaN
7 0.7608 0.9088 1.0504 0.4761 0.3306 1.1662 0.3329 NaN NaN
8 0.7627 0.9205 1.0556 0.4788 0.7495 0.2362 NaN NaN NaN
9 0.7647 0.9312 1.0606 0.4903 0.6866 1.1377 NaN NaN NaN
10 0.7666 0.9411 1.0655 0.5054 0.3995 0.5321 NaN NaN NaN
11 0.7686 0.9504 1.0702 0.5188 0.7214 1.4214 NaN NaN NaN
12 0.7707 0.9592 1.0749 0.5297 0.6366 1.3748 NaN NaN NaN
13 0.7729 0.9675 1.0795 0.5391 0.338 0.4376 NaN NaN NaN
14 0.7754 0.9754 1.084 0.4027 1.1211 1.4379 1.6176 NaN NaN
15 0.7784 0.9829 1.0883 0.3968 0.3143 0.182 NaN NaN NaN
16 0.7821 0.9902 1.0926 0.3914 0.6412 0.1166 NaN NaN NaN
17 0.787 0.9971 0.5053 0.3865 0.8196 0.0997 NaN NaN NaN
18 0.7938 1.0038 0.5018 0.383 0.7638 0.375 NaN NaN NaN
19 0.8031 1.0103 0.4984 0.3882 1.3548 0.3675 NaN NaN NaN
538
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The values computed by MATLAB R2018b,
all data represented as sequences in columns.
16 -
14 -
1.2 -

1 -

Note that, these values stopped in the columns
115 through 133 and above.

Columns 1 through 19

Columns 20 through 38

Columns 39 through 57

0.8

Columns 58 through 76

0.6 -

0.4 -

0.2 +

0 T T

Columns 77 through 95

Columns 96 through 114

Fig. (7):-Columns values for bifurcation for the first 114 value

From the Fig. 7. the most complexvector
values is at coulmn 96 through 114, the values be
different in good maner not increasing or
decreasing. So the best choice for mask values
will be by these values.Since the of values chosen
column will add step by step with each rule as in
()of values. In each coulmn the values number in
this method is 19 value, while columns number is
9. In last two columns the values go to invinity so
symboliced by (NaN).

4. CONCLUSION

The designing of an encryption function(s) in
secret communications systems is developed by
bifurcation shifting of the nonlinear chaotic map
with one parameter a quadratic map. The
parameters values approach the real axis and the
shifting bifurcation by triangular and exponential
function. Best results are with values of shifting
by tan function. A new value for a Quadratic map
bifurcation shifting will add to the generated real
values super increasing sequence toward negative
infinity. The ciphertext will be modified through
the master fuzzy chaotic model, though the
encryption stage will be applied in
communication models as a part of the master-
slave system. The Quadratic map bifurcation
shifted values will add to the signal as a mask,
The numerical values on shifting bifurcation of
the Quadratic map show that in encrypting the

message the sequence p, is also converges, as
n — oo, to a limit u,. That mask chosen as the
complex column from the set of columns for the
bifurcation shifted values. Some columns show
an increasing manner, other show the infinite. The
robust of method is cleared through choosing the
chaotic map to generate a super increasing
sequence, also using the master slave model for
modify and masking signals and then through
choose another nonlinear chaotic map to generate
the mask for signals with complex manner, and
randomly in choosing parameters and real values
for chaotic maps in the two steps. All previous
points add security and complexity for
communications.
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